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NSA slides explain the PRISM data-collection program

Updated July 10, 2013

The top-secret PRISM program allows the U.S. intelligence community to gain access from nine Internet companies to a wide range of digital
information, including e-mails and stored data, on foreign targets operating outside the United States. The program is court-approved but does not
require individual warrants. Instead, it operates under a broader authorization from federal judges who oversee the use of the Foreign Intelligence
Surveillance Act (FISA). Some documents describing the program were first released by The Washington Post on June 6. The newly released
documents below give additional details about how the program operates, including the levels of review and supervisory control at the NSA and FBI.
The documents also show how the program interacts with the Internet companies. These slides, annotated by The Post, represent a selection from the
overall document, and certain portions are redacted. Read related article.
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New slide published July 10

Upstream program

This slide shows PRISM as only one part of the NSA’s system for electronic eavesdropping. The "Upstream" program collects from the fiber-optic
cable networks that carry much of the world’s Internet and phone data. The underlying map depicts the undersea cables that connect North America
to the rest of the world.
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Slides published June 29

Acquiring data from a new target

This slide describes what happens when an NSA analyst "tasks" the PRISM system for information about a new surveillance target. The request to add
a new target is passed automatically to a supervisor who reviews the "selectors," or search terms. The supervisor must endorse the analyst's
"reasonable belief," defined as 51 percent confidence, that the specified target is a foreign national who is overseas at the time of collection.

TOP SECRET/SI/ORCON/NOFORN : >
R %" Hotmail Gox

Gl (S “Yarioo!

assinn PRISM Tasking Process

I Target Analyst inputs selectors into
Unified Targeting Tool (UTT)

5 m
gle (< Armey Pt willd

AOL %&mail &

Survelllance >V W< Pending Stored Comms
S2 FAA Adjudicators in Each Product Line Special FlSA o"erg{?;'t and Processing
Targeting Review/Valldation Stored Comims ol

surveillance — W <— Pending Stored Comms

| Targeting and Mission Management ($343)
Final Targeting Review %nd Release
¥

I Unified Targeting Tool (UTT) |
The FBI uses & J For stored
overnment icati
gove PRINTAURA,; Site Selector communications,
equipment on Distribution Manager but not for live
private company . Tai Dot Hamns surveillance, the
propertyto Sarvaliance: ——a. =T FBI consults its
retrieve matching ic Gor Sur Unit (ECSU) own databases to
information from Research & Validate NO USPERs make sure the
a participating - Targeting £ Stored Comms Release selectors do not
company, such as Providers < .
mpany, G | < FBI PINWALE, match known
YM'EmS"ftdor " (Google, »| Data Intercept Technology Unit (DITU) [on——] NUCLEON, Americans.
ahoo and pass i i
without furtﬁer Yahoo, etc.) folaton | efc. | Thisiswhere data
TOP SECRET/SI/ORCON/MNOFORN enters NSA

review to the NSA. X
systems, described

more fully on the
next slide.

The Foreign Intelligence Surveillance Court does not review any individual collection request.

Analyzing information collected from private companies

After communications information is acquired, the data are processed and analyzed by specialized systems that handle voice, text, video and "digital
network information" that includes the locations and unique device signatures of targets.
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Each target is assigned a case notation

The PRISM case notation format reflects the availability, confirmed by The Post's reporting, of real-time surveillance as well as stored content.
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Searching the PRISM database

On April 5, according to this slide, there were 117,675 active surveillance targets in PRISM's counterterrorism database. The slide does not show how
many other Internet users, and among them how many Americans, have their communications collected "incidentally" during surveillance of those
targets.
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Original slides published June 6

Introducing the program

A slide briefing analysts at the National Security Agency about the program touts its effectiveness and features the logos of the companies involved.
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Monitoring a target's communication

This diagram shows how the bulk of the world’s electronic communications move through companies based in the United States.
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Providers and data

The PRISM program collects a wide range of data from the nine companies, although the details vary by provider.
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Participating providers

This slide shows when each company joined the program, with Microsoft being the first, on Sept. 11, 2007, and Apple the most recent, in October

2012.
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Jonathan Qiang Li
7/15/2013 6:47 PM MST

Osama Bin Laden may be laughing in his tomb that he has finally achieved his purpose: terrorize Americans
in their daily living. He achieved this by getting into American's head.

Reply

daniel Boemo

7/12/2013 6:39 PM MST

Interestingly, the last bombing in his country, his government was warned about terrorists by the Russians.
What actually happens is to show that the same holds information not knowing what to do with it.

Reply

unitedstasiofamerica

7/12/2013 4:25 AM MST

United Stasi of America:
http://apps.opendatacity.de/stasi-vs-nsa/english.h...

Reply

Sharon Akins

7/11/2013 9:42 PM MST

| am a stay at home writer trying to break into print with my own novels. | like them to be as real world as |
can and do a LOT of research on my subject matter. Right now my research has been pretty safe, but God
forbid | ever get an idea for a story about a bomber or any other intrigue or espionage story plot because I'd
be labeled a terrorist just by doing research for a fiction novel.

Reply

Liston Tome

7/11/2013 9:02 AM MST

Is there a terrorist under every bed in America? Of course not except in the imaginations of bureaucrats and
profiteers that want expanded powers and government budgets.

The US has real problems to solve. If we could only blame everything on terrorists maybe the government
would do something to solve the real problems that are killing Americans.

Lack of health care is killing Americans. Poor education is killing Americans. The proliferation of guns is
killing Americans. The lack of jobs is ... See More

Reply

David M. Higgins
7/11/2013 1:44 PM MST

A 'Terrorist' is now defined as an 'Enemy of the State' regardless of whether or not they have ever
used the Asymmetrical Warfare tactic of Terrorism. The Government defines Enemy of the State as
anyone or anything thatis in opposition to its purposes - secret or stated. Therefore like in the
George Orwell book '1984' - Big Brother seeks to keep surveillance on its own people with an
END of maintaining, "a BOOT on a Human Face - Forever"

View -1 more reply
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